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Identification of threats to Internet of Things networks based on anomaly and
artificial intelligence
Seyyed reza raei moghaddam™ — Seyed Reza Kamel Tabbakh Farizani?
1*-Department of computer engineering, Mashhad Branch, Islamic Azad University, Mashhad, Iran ,
S.Reza.Raei.M@gmail.com
2-Assistant Prof, Department of computer engineering, Mashhad Branch, Islamic Azad University,
Mashhad, Iran , RezaKamel@yahoo.com

Abstract

The Internet of Things (IoT) is a network consisting of various devices with limited resources,
in this sense, providing data security and maintaining its confidentiality has its own complexity.
Intrusion detection systems (IDS) should be designed according to the 10T to be most accurate.
In this article, by comparing different types of anomaly-based IDSs, we represent that the use of
the combined method increases the accuracy of intrusion detection. It also analyzes and evaluates
important features and useful tools in this regard.

Keywords: Internet of Things, Intrusion Detection Systems , Combined Method , Deep
Learning , Narual Networks
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Determining the dimensions of cyber operations in military forces, categorizing
threats and their areas of use

!Farhad farnia*, 2Mehrdad Najafi Nokashti ,>*Toraj Ghahramani,
1- Ph.D Student in Cyber Defense, 2- Ph.D Student in Cyber Defense, 3- M.S in management

Abstract

With the introduction of cyber into military operations and the formation of the fifth battlefield,
it has created unique definitions and areas of combat. One of the important definitions created is
military cyber-electromagnetism, which is used alongside cyber operations and electronic
warfare operations. In this research, after the scientific and detailed examination of cyber
dimensions in the military field and the expression of the capabilities and differences of the
mentioned dimensions in accordance with the published references and reports, an example of
their applications in military operations has been considered. This research is applied-
developmental in terms of purpose and descriptive-case in terms of data collection method. In
order to collect data, internal and external library sources, documents and scientific reports were
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used, and the approach used for data analysis was qualitative and in-depth interviews with 12
specialists and university professors in the field of cyberelectromagnetism. The results of this
research show that cyber-electromagnetic operations are considered as a separate dimension from
cyber operations and electromagnetic warfare operations and have common limits with the two
mentioned dimensions; The differences and commonalities between the cyberelectromagnetic
dimension and the other two dimensions have been explained and the border between the
cyberelectromagnetic dimension and other dimensions has been clearly defined.

Keywords: Cyber-electromagnetic, cyber operation, electromagnetic warfare operation
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Abstract

While cyberspace is emerging as a new battlefield, conventional Electronic Warfare (EW)
methods and applications are likely to change. Cyber Electronic Warfare (CEW) concept which
merges cyberspace capabilities with traditional EW methods, is a new and enhanced form of the
electronic attack. In this study, cyberspace domain of the battlefield is emphazised and the
feasibility of integrating Cyber Warfare (CW) concept into EW measures is researched. The
SWOT (Strengths, Weaknesses, Opportunities and Threats) analysis method is used to state the
operational advantages of using CEW concept in the battlefield. The operational advantages of
CEW are assessed by means of its effects on adversary air defense systems, communication
networks and information systems. Outstanding technological and operational difficulties are
pointed out as well. As a result, a comparison of CEW concept and conventional EW applications
is presented. It is concluded that, utilization of CEW concept is feasible at the battlefield and it
may yield important operational advantages. Even though the computers of developed military
systems are less complex than normal computers, they are not subjected to cyber threats since
they are closed systems. This concept intends to show that these closed systems are also open to
the cyber threats. As a result of the SWOT analysis, CEW concept provides Air Forces to be used
in cyber operations effectively. On the other hand, since its Collateral Damage Criteria (CDC) is
low, the usage of cyber electronic attack systems seems to grow up.

Keywords:Cyber war, electronic war, cyber electronic war, virtual space.
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Designing model to identify forgery images using convolutional neural network
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Abstract

Detecting forgery images is one of the most challenging topics in computer vision. Images are a
source of information and are used as documents and evidence in various applications, so the
validity and accuracy of images are crucial. Today, it is easy to manipulate an image using image
editing tools. In image manipulation, the goal is to change the concept of the image while
maintaining the maximum integrity of its texture and structure. Copy-move forgery is one of the
simplest image manipulation methods. In this method, a part of the image is copied and pasted
to another place in the same image with the purpose of hiding certain details of the image or
adding special effects. The purpose of this research is to design a deep learning network that can
identify forgery images from healthy ones. Two methods are presented for this purpose. In the
first method, a network with three different branches consisting of convolution layers with
different filter sizes is designed. This network has been trained and evaluated using color images
and error level analysis images.In the second method, a network with two branches consisting of
completely similar convolution layers but with two different inputs, color images and error level
analysis images, is designed. In both methods, the branches are merged, and the images are
classified into forgery and healthy groups. The proposed methods have been evaluated using the
MICC dataset, and the evaluation results show the satisfactory performance of the proposed
methods.

Keywords: Deep Learning, Copy-move forgery, Error Analysis, Convolutional Neural Network.

doudio -

&S Cow h./w ‘&.’. w“ G | ool aslils LQULM..J‘ O R 9 655 G‘aLu)‘ LgLQ)‘)Jl )‘ é» u‘s.».c 44)45.»4.»
)0 Lg)lsg",u.ué L;L».uo L pgad J,t.‘> .Q)LD s.,\.».o.b‘ Read )L»...c| 9 g.,\.;ua ‘u—"fl-'-’ .\J)j )‘)S oolazw! O 90 Sw L)‘?“c
ngbai 6 wnligid ale poad (alpg oy oyl ey 5l G938, osliinl b ojg pel el Jbuzmd ngeas
Sgbios pll (Gl)a Sz

Lcw !l paasa Sloll hle aledbl -0 5 adlo 1L aae Sledbl 5l (S5 50,5 Gl (5,5 caw o Ban

Olyre 4y ooliinl 590 pgai S1.095 0 ()5 Cwd gl S8b g LSl )0 pgal ol y (S L6 pgal Jor

04


mailto:zarefateme41@yahoo.com
mailto:alatif@yazd.ac.ir
mailto:sardari@meybod.ac.ir
https://link.springer.com/article/10.1007/s11042-022-13797-w
https://link.springer.com/article/10.1007/s11042-022-13797-w
https://link.springer.com/article/10.1007/s11042-022-13797-w
https://ieeexplore.ieee.org/document/8944300
https://ieeexplore.ieee.org/document/8944300
https://arxiv.org/abs/2110.05747
https://arxiv.org/abs/2110.05747
https://arxiv.org/abs/2110.05747
https://link.springer.com/article/10.1007/s11042-022-13797-w
https://link.springer.com/article/10.1007/s11042-022-13797-w
https://link.springer.com/article/10.1007/s11042-022-13797-w
https://link.springer.com/article/10.1007/s11042-022-13797-w
https://link.springer.com/article/10.1007/s11042-022-13797-w
https://link.springer.com/article/10.1007/s11042-022-13797-w

gl oo Jo At o iy, SeS 4y Jlozus pglai g aalgs sleiel LB S0 0s—0 (5 5w s
5 LB 5,50, odes g 93 & (IS b i oo |y Sz pslal Jaz pand S Gl 99290 a0 S0,
D sonail Jubpé S5,

hol nslas g ledlbl (53,5 ansi b s 0id Jloel (A5l (An pslal 59 » lal (Jlad 9S4, 50
Pl Jlb 0,805, 5l @l b plaie @ Dl e |, S hlo Sl 5 Jlmms slodsl g oo plol (555 wd Joe
3,509y W gl 310 Gl 4 (S3ls gBioe AFLD )55 0 K05, Blgie 4 a5 Jledpul 5505, 000
o 2 |y g 5lel 5 was oo pandds 1) ngal (g b o9 (e el JESLe g lgione Sl b Jlad 2
[Vl csl Jud o 0,505, sloJlie aboz 51 b Bio 5™ p0m (hgig) Mg Jlasl & U] = o oz .S

) ngal 5l s by ol sl pglal ) cws Glagts; o imly 9 crsesle 5l (So JEEI - (oS )
2 9SB a2 5055 Bl sz iz 5035w go JUS! g o 31 500 ey 5 oS
Scw! paad Glas 4 Blais oud S e oS o> ol 5w pgas jo lalé oledlbl T 9 pyal jl udu
5 Sz il (i ol Jl g (oS Jes Lolyen o)y 5w pp—ai 4l b 55 5 by Ll
Pl 55 ngad 4 ngs (0938l 5 Silwospid (plidg) et (05 oo wiile (A3l p ey Slibes 5 Pigun b
&S Ja 5l e V S Y gV Jasls pasis BB ooy 4 pladl i sl esd 55 cws 4l b o9 o
s o ol 1, sl -

ooy b bz pslas pgs Sl g b pslas Jsl Jhaw) MICC asls bl )0 d925e jsbas 5l solass (V) S
Ivlas! - s

T



9 s abo 05,5 90 4y ()lg5 oo Iy Jsl = oS ez (et § slapns 55! coads plil slaaalllas 4y 4z g5 b
5T G0 Sl sl p gy 90 4 d9F Hw Lanied T slaeiyysSl 10,8 (ot B Bros (eSOl 1 e
a3 oo HLiS |y i s slapiy )l e ¥ S o ol 5l o T8l Ll sl

Block-based methods

Feature extraction
(DCT, DWT, SVD, FFT,

Pre-processing step
(Resize images,Convert

LBP, HOG)

Block matching (K-d
free, K(2)NN,
Correlation coefficient,
Euclidean distance)

Forgery localization
(Filtering miss-matched
with RANSAC)

Post-processing step
(Morphological operations

different color spaces to erosio:l;c::j ads;g|ation
each other) ) !
Clustering)

Feature extraction
(SIFT, SURF, ORB,
FAST, BRISK)

Block matching (K-NN,
Correlation coefficient,
Euclidean distance)

Forgery localization H
—(Filtering miss-matched| :
with RANSAC) :

Keypoint-based methods
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RGE image(224*224%3)
y
Conv(5,5,64)
maxpooling(2,2)

r
Conv(7,7,32)

maxpooling(2,2)

'
flatten

Dropout({0.5)
Dense 16

Forgery/Healthy
—»

Merging
sigmoid

ELAImage(2247224%3)
Conv(5,5,64)
maxpooling(2,2)
Conv(7,7,32)

maxpooling(2,2)

'
flatten

Dropout(0.5)
Dense 16
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Identification of computer network threats with Shahin Harris algorithm

Hadi Nik Manesh*!
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Abstract:

In dealing with attacks and intrusions in computer networks and Internet of Things, several tools
are used, one of which is the intrusion detection system. This system uses several methods for
intrusion detection, one of the most important of which is the anomaly detection method, which
is of great interest today. The main problem of the anomaly detection method is its high false
alarm rate. So far, various methods have been used and tested in intrusion detection in order to
reduce the false alarm rate and increase the accuracy and correct detection rate; but none of them
have been able to achieve complete success. In this research, an anomaly detection system in
computer networks and Internet of Things is presented using Shahin Harris optimization
algorithm. The set of features selected by the proposed algorithm has the greatest effect in
identifying the abnormality of transactions. The use of Shahin Harris algorithm along with the
decision tree classifier increased the accuracy to 99.833% and shows an improvement compared
to similar algorithms.

Keyword: Internet of things, anomaly detection, decision tree algorithm.
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