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Abstract

Advantages of using cyber electronic warfare in operational environments
Mehrdad Najafi Nokashti, Mohammad Reza Movhedi Sefat

Abstract

The future battlefield will be a hyper-connected network war. In the future
battlefield where land, sea, air and outer space are connected by the frequency
spectrum, the areas of electronic warfare and cyber warfare will gradually overlap. It
means a cyber electronic warfare technology that converges. Cyber electronic warfare
is a technology that can have a synergistic effect by integrating the ability to transmit
high-power electromagnetic waves over long distances and the ability to
manipulate/disrupt information (message) of cyber warfare.

There is an overlap between cyberspace and the electromagnetic spectrum, and it
has multidisciplinary effects. Cyberspace and the electromagnetic spectrum create a
common operating environment that can be called the cyber electromagnetic domain.
Cyber electromagnetic domain is not meant to equate the terms of cyber space and
electromagnetic spectrum, but it means that there is a significant overlap between them
and the development of future technology is likely to increase this convergence. In this
field, information technical activities are coordinated and integrated. These activities
can be called cyber electromagnetic operations.

This article, while examining the concepts and consequences of the convergence
of electronic warfare and cyber warfare and the requirements for its implementation in
operational environments, introduced cyber electronic warfare technology according
to the trend of expanding the frequency spectrum (from the point of view of electronic
warfare and the battlefield area towards cyber space). and explains the development
direction of cyber electronic warfare .

Keywords: cyber war, electronic war; cyber electronic warfare; Cyberelectronics,
cyber electromagnetic warfare, network axis.



